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(Initial Coin Offering)

Startup or new projects

FOR Established private companies
Public and VCs TO Public
Tokens WHAT Stock certificate (=Shares)
Value Speculation on Tokens WHY Profit from Securities
Online (Blockchain Network) WHERE On/Offline (Stock Market)
White Paper, Website WITH Registration, Prospectus
Decentralized (No borders) HOW

Authorities, Guidelines
A2 : Coinmarketcap

36




e
ro
Lo
o
ok

5} 3

7}

________ 2791 7|&9] 587

II. SSAIQ 7|=9] 7873

S=A1219] 57

s
2RSSl nH] 8> £o Hoks

E A
373
<27 AR
= Ao IRE 29 ThY

2> A71=0 =84

FEdel gaet a7, elAERCM =22

AR 29> ST 22>
2o]%) A3x} 2T 9 > u] Al7HA]AE] OFgAY) 27 E=A4181S 15, ¢Z > A=l =)
olo|t]e] £8(5 84)
71E Al ARL2 A 3R} thel] 48 A1 2
7]& Al 2E2 v 57l Hi2jE > 2 Aok
W _

37




2018 ARAQEH7] AL FAAE ¢ Mt WY Aojt

II. B2x21 7]&9] 584

Q20| & Q K7} =

= ES=XQ SR U8 =AY
. ASiE|= 210 229 3 RUIY | BARIA 7 1S £ Al 202271R] SRF20T:
. BEOMIALII/ZAEIE 542 5 8180) 50-10% 87, LR ARIZUAS RO

i
w2
o

>
of»
& 4

od o

o)

s PR FUAATI 220 EYT S AIH881] 7 IRFu| S8 antE 54

1)
o3
i
ol

GSe 75% reductionin particpant

>

ROE 4}

o|

8.0 deposits at DTC and NSCC GSe 10% ROE
4.0 \ opportunity cost
— 1.0 < on particpant
3.5 60 deposits at DTC
S and NSCC
5.0
15 40
3.0
20 a
=— ; : L 2 .
1.5 ¢ '
Y i 10 17 05 |
10 H 00 _{
05 : $13 i Participant  Participant Estimated Particpant} Economic :
! deposits deposits-  reductionvia  deposits I savings (10% :
0.0 — = H H Year Year blockchain post | ROE)
£s1. comp expense Est. front / middle ¢ Est. back office | End 2015 tGEr';‘:SZJJ;?m blockchaink o oo 3
office comp E comp expendes : normal
CPENIEE R..ieirrssesssesrast valume)

'A}=2 ! Goldman Sachs Global Investment Research

II. 25491 71=9 584

= = —
- Z=xol =Qlo] ulgEZt Gl FH
s ITH 7l SSHE A=A B8R4 o]0l = JEHs A YT 2=
»  [TA|AR FopolAl=-8-871=7l Qluat | ==, R7LE 7 u18 =7t

+  71€B D AN EE Sl TS, s 8 FEolM 2

= Az asl e
o grle u g py EREE 71V 61 37] BAlRR o2 ojnge 2M B8 s
Y U183 917|chg vl 8] Ta b

olma} Az Hlg 7SI R A=, 2], €2 E AR H|E T
IT AJ25] gy

ol
29w 599 gL I
ABESAL A2 B2u]g 2T
Ao £FAT AP ol gz At A3Rte] S Ul g T
olA = A|SHT] L ArH O] ZHA o]SF v]l&a =7+
sope sequ g mg SONFE DU Ao 2= Qv uig Y
Qe o83t opEE Iy 15 HIBY BA
AF CNY AY] B =Su1E Y
E

opEAofe] o] e 2ol ulg BT

[» e & op

=5H18 2T

AL2 : Moody's Investor Service

38




B2 A% 7

1. 25A121 7]=9 7874
- Z=go10] sl

1) A 524 2h 2) AlofART 20 3) SHEUaY 4) HefAk 57 ok 54l

AT 7152 413 (trust) 21E o]

= e
BE AtelAHnode/peer)7t T2 AL B
Mz Aol £2o] YHlol=g 4%
71E0] FA7I =] f22 FA7 5] 27t
2soz solm e HEY 4 YES IS0z 29
Aelstse] s 7 Az e Hachr] oo 2aa0 2a
718 e SAT Falate M 854 Thavt AR A5
AeiAlz Tl ol 2 IE AT ol ST AR ANYL UE

oluf B HE 715 AeiAlzt vt 9 Ae] AR 97

olZie] AEE AT SIS W Aejr 42

EAYT GES AADE SLA(7E, SO, S TA ) AATY 27

ol 71E YLt A2 o) ofs] HEHL SR T AeF20] HE Y ST A5
sol goid 278 81 ol§ 2 ToIH 2T sue £9. H71
o7t w2 AATE BQE AL & 240t 2012 SHE 2 ook W0 gle
eaas o Foldel o ol g onls
Q%%NW”EEHHHL

€Y FEE =R

s2e

=

m
fu
=
ro
24
.y
A,
=

In

ol
i
flo
ot
ol

1=}

4B

al
I‘I

o2 U
T
m\o 2 ofn
—l" ﬂ
rN ﬁn:

I U =

mlm 0L oo off w

[T

AR 5715k

2] o] {2 Al AT So] FE7F O E ARE FHRIL GlE £ S

Z|fork)= St &1=4], old] I FHAISE BS{nodel?t el SHH /AP B2 A& HEo= 75

bz watals sl2o] @3 2 58 ol #3237

- Zerele At A Y]] S ol
o PARIAL 7|20 LT A2 M TS ol APIT) 2§ Q) 2R BT 712 B okt
- A 50U 712 8RS 28411 S HRkA e T71 o] 0] SO, EAIVE 7122 Ulef 3-8 lzto
LD
- AROIE, SO AR QXURE QBAL, WS, 22 F3 S1HRI A HY TRICkYo)

70 Qlaat

19€ 1970s 198 1990s 2000 20108 ®—— imerging rechnologies ———  future

5§

E s g E = £ - N 4 Biometrics

E g TE. E§ ;: H 5 E g 3 &8 cloud computing
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. Distributed ledger
technology

.. Machine learning /
predictive analytics
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Cu aging Lo R Digita technologies that will shape future financial

services infrastructure and should be seen as

part of a toolbox

cards services (e.g. SWIFT) trading banking
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Technology Trends: Cloud Adoption

Speed

Cloud Trend:

/0%

of ClOs will embrace a
cloud-first strategy in 2016

traditional solution

430B+

Microsoft Azure AD
authentications

A
2 weeks

to deliver new services
vs. 6-12 months with

tudy: HarperColling

BENEFITS

Scale from

30,000
2 5 O OO O in the cloud would cost
! $100,000 on premises
site visitors instantly Microsoft Astire Bl Teant STMG
tucly: Autocos P s Central)

Economics $

$25,000

Scale

80%

of Fortune 500 use the
Microsoft Cloud

280%

year-over-year
database growth in
Microsoft Azure

AZURE ADOPTION

Cloud momentum continues to accelerate

i

“The question is no longer:

‘How do | move to the cloud?’ Instead,
it's ‘Now that I'm in the cloud, how do |
make sure |'ve optimized my
investment and risk exposure?”

&2
L]

“By 2020 clouds will stop being
referred to as ‘public’ and ‘private’. It
will simply be the way business is
done and IT is provisioned2
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=& AlH| 22| Digital transformation

35% | *135M

Average annualized cost of a
financial services breach?

Customer bank interactions
via mobile channels!

CXE =2 87t BL guet &4

7|d B &g Bgtel 8 /9l

$321B

Fines paid by banks since

inancial crisis3

4 27 24 sy e
S| R /
= V) | 9 -

T Ef2{ctY 3}

1
goosa. /
B\

53




2018 AZPAHARY7] FEAY

FAAE : At ALY Aot

£387|8 24 ofF &2

TEE BEE
W 5 wy
L
60
f
L)
Pl N
I} I
=i o Millennials
Fn A= 7=
=AU DB LZ SES2E S

7|E SW Y ¥EE

[
“Water fall gral”

=& HE7 = 45 ofF

3)

Tech 7|%el

28 MH2 2| fEE

252
0% 78

&0

40

18

Gen Kers a -~ plES
= 287y
Ba Microsoft

i SWIHE SHE

“Ag“e %!'él"

"SW IS el Alelof ofshof A HiQ/QXFEEPL 79 AE
HAHEE A" 27 Afgo| pyT W "
@ Plan <> Do
| \';ri!kulinn :

= “2'89| "2E9

S 0| A+

col-;'_ 12% $|H? Devops Bl Z ZX|  Devops H2E TH|
ffkve Te olmat za| Qlzat za)”

54




o] F571de] FheE &8 dFI A

« ERE U VIUET MER H[ZLAE R5=
7|¥E2 0|0l 12 ITE E2RE EHE

- SN O] 7|¥S2 TXAIT AL &= OfL 2t
2 ZX Z2 42, BEHA| £ Hat

o« O[2i%t 7| P E2 ME Th&shs BYALE OfL 2t
FFZYUAME BEE
X8 2

ZO|H MY JHOE B |

HUE HY MY 2E =Y AR

71E 719

ygenius

PROGRESSIVE
AON:-vi0

Suncore Y

S TS

Csmpe | 7 w’.

# Betterment wallaby

INVFSTING MADF AFTTFR

BBVA
/ Fidelity cal;"a/‘z ;: 1e

55



2018 4xFAIYI A7)

249 FAME : BAje B Aot

o2 HHE =8

r=

des

HE

o
=

At

2 7lE Y FQ #3 DRIVER

Ho|y
(Convenience)

HlojE =4
(Data driven)

& NET} FHA] M| A 3
(Value added service)

dm: oz Ago HEM/HYY « MBIIE AIBS BT ATIE o HX EH L A8 FC AR
x oA 2 X3 AR EE ol 37t
+ Front ende| 17 7% ®A b e dutindod . ENE So AHT B /HH
_c')_]_'x_ - Decision support system ’—*IﬁE gg
= Mobile coupon offer system
ARl ) capiahy

o 2/} 87474X| M B7tE T

ot
» HalsHH e WE ts

* H8 7= S5 one
cicke2 ZH 7t5

wallaby

= HAIZE AEE) 7oz Y
M &4 =8

o &7 Mobile walleto] E =
QE|Of 2UE

» Retail outlet ZtE Q14 7|5
SUME BEE 7| fUE

* 2E oAt ZY S data
7|HoE 8

» Datadf] 7|85t Z|F oA}
Z38 Ssi 17 ORE
WM/ SoHBY 2 Y
operation 84 3%}

N jMS BHoE 0 ME 2¥E0 SHQE £Y JH43
T2 HE 2% 2RE Y HE

BBVA

Digital transformationg
%%t Public cloud 1st H2t

Risk simulation &0
Public cloud € {2 H2%

e Dev/test 2! mobile homepage
S HlE8 Al~E SH dHH
colgl #43

» Mass migration =7 &

» Big data analytics
» API Manager (API driven
platform initiatives)

=g

o 22 23 2 cloud operation
model =& 2| consulting

n2HE g2

Agile T 31 APT 7|4 B2
T55 9ol AWSE
Devops A|HE H8

#17 online homepage
migration TH=

 Public cloud =271, Cloud
operation model S8 =2
- Deloitte2t global security matrix
dash board 7+
- keme2t el F= (pir)7h
Zge|0] 9l& Workload 75
« Dev/testt{M A|Z5H0, big
data, Digital banking app =
production workload=
AWSUO M f=S5¢

MEH 23S SHUOE Public cloudd| tigt Mass migration0| 273 =1 8!

56




sl Fg71Bel ZeeE B8 AR AAH

— - (=] e o, =i
HH A0 ofst 58 S B 7153}
UNBUNDLING OF A BANK BY FINTECH
Ziel e Z 29 ?E 5 25 Xpit 22|
A e notil oo ; Wl PERSONAL CAPITAL
CoverHound . " cov estor' f-).' Q&Bv:t?;::;nl' LendingRobot
[AAPITALL o~ . i
= doda Q) 2IGHG
CARYE E';IITI' 4 WiseBanyan
PROSPERP P — WLRARNYEN
- kof A i T —1
PRIVLO citibank ™2™ RS
A B Future /Xy
P g 11T
‘ Upstart $ tf '-_""4)\ B (g = e ¥ Q\ GUA D
A ciLongingouy A\ Asemee - Affirm Lendl
i . ngcuLﬂ dlglt nerdwallet Cledft(.)Karmab,” WE.
rx B 2
7|1 s AgE o 7= a8 =29
Source: CB Insights
CHE TEHI3 7| 28 Al
HE ZHI3 7% Y A (HA)

NE 7t 24 E’l

ﬂ@ﬂi

HEQI/EE H|Q!

S A

v wwaa V|

& coinbase

yf? robinhood

Betterment

57



2018 ARAQEH7] AL FAAE ¢ Mt WY Aojt

222 E Challenges

Lack of
resources/expertise
Security
Compliance LaCk Of
T, resources/expertise

cloud services .
replaces security as

the #1

cloud challenge

Managing costs

Complexity of building
a private cloud

Governance/Control

Perfarmance

2015 [ 206 Source: RightScale 2016 State of the Cloud Report

Certifications & programs

ISO/IEC 27001 The ISO/IEC 27001:2005 certificate validates that Azure has implemented the internationally recognized information
security controls defined in this standard.

SOC1 Azure has also been audited against the Service Organization Control (SOC) reporting framework for SOC 1 Type 2
SSAE 16/ISAE 3402 (formerly SAS 70), attesting to the design and operating effectiveness of its controls.

Azure has been audited for SOC 2 Type 2, which includes a further examination of Azure controls related to security,
50C2 P -
availability, and confidentiality

Azure has received Provisional Authorization to Operate from the Federal Risk and Authorization Management
FedRAMP/FISMA Program (FedRAMP) Joint Authorization Board (JAB), having undergone the assessments necessary to verify that it
meets FedRAMP security standards.
PCI DSS Level 1 Azure has been validated for PCI-DSS Level 1 compliance by an independent Qualified Security Assessor (QSA).

In the United Kingdom, Azure has been awarded Impact Level 2 (IL2) accreditation, further enhancing Microsoft and

UK G-Cloud IL2 its partner offerings on the current G-Cloud procurement Framework and CloudStore.

To help customers comply with HIPAA and HITECH Act security and privacy provisions, Microsoft offers a HIPAA
Business Associate Agreement (BAA) to healthcare entities with access to Protected Health Information (PHI).

Security Development Lifecycle Infrastructure security controls Operational security controls

HIPAA BAA
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Azure Compliance

The largest compliance portfolio in the industry
a2

= £ @ o8 Igb

S0C
1S0 27001 SOC 1 Type 2 SOC 2 Type 2 PCI DSS Level 1 Cloud Controls IS0 27018 Content Delivery and Shared
Matrix Security Association Assessments

(2
Fedﬁ—AMP HIPAA @ m

FedRAMP JAB HIPAA / FIPS 140-2 21 CFR FERPA DISA Level 2 s IRS 1075 ITAR-ready Section 508
P-ATO HITECH Part 11 VPAT
i
ot LY - . ool e = S
L} » e — L H
el - @ IDAEE: I Qp | FISLC | ¢ ensa
GOV.UK LELELL Rt £ LA
Eurapean Union EU Safe  United Kingdom  China Multi China China Singapore Austrafian New Japan ENISA
Madel Clauses Harbor G-Cloud  Layer Protection  GB 18030 CCCPPF MTCS Level 3 Signals Zealand  Financial Services |AF
Scheme Directorate GCio

T
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@ (APRA : Australian Prudential Regulation Authority)
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Project Ignite will extract benefits of $170 million
- Group CEQ Patrick Snowball

Insurance Policy Insurance Claim Core Banking Life Admin
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* Westpac, a bank based in Sydney, has moved two core banking processes to the cloud
since the end of March, and leaders are planning to move 20 more by early 2018, The
Australian Financial Review reported.

« https://www.ibm.com/blogs/cloud-computing/2017/05/westpac-move-cloud/
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https://www.cw.com.hk/it-hk/centaline-launches-cloud-based-property-video-viewing
service
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https://asia.nikkei.com/Business/Companies/MUFG-leads-Japanese-

banking-into-the-cloud

+ Japan Net Bank
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https://aws.amazon.com/ko/solutions/case-studies/japan-net-bank/
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Guidelines-on-Outsourcing-Risk-Management.aspx
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AM71E 2 8Z5SH(Monetary Authority of Singapore)

1.0.2 N/A NfA

Financial systems and networks supporting FIs’ business ~ N/A
operations have also grown in scope and complexity

over the years, Fis offering a diversity of products and

services could have their financial systems operating in

multiple locations and supported by different service

providers.

3.0.2 In view of the importance of the IT function in Customer specific N/A N/A

supporting an FI's business, the board of directors
and senior management should have oversight of
technology risks and ensure that the organisation’s
IT function is capable of supporting its business

strategies and objectives.
3.22 Due to rapid changes in the IT operating and Shared An MS Chief Information Security ISO/IEC 27001:2013 Control:
security environment, policies, standards and Officer (CISO) exists and is AB.1.2
procedures should be regularly reviewed and responsible for coordinating, SOC 1 - Section |1l Area B SOC 2
updated. developing, implementing, and — Section Il Area C
maintaining an organization-wide PCl DSS v3.1 Requirement 12
information security program.

Association of Banks in Singapore (ABS)
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) Business Continulty Nanagement Guldelines
Deiea FOFL A1 K8

&) Further Guidance on Business Continuity Management
Do 1210 Kl

@) Response Faper
[——

) Dutsaurcing Guidelines_l 216
[E————

%] Dutsourcing Guidelines Jul 2016 Annex 3
Do LK.

&) Dutsourcing Guidelines Jul 2018_FAQ
Do PP 1911581

&) Respanse to Consult Outsourcing Guidelines Jul 2016
Bl FOF(787.0023)

« http://www.mas.qov.sg/Regulations-and-Financial->tapiity/Kegquiatory-and-Supervisory-
Framework/Risk-Management/Operational-Risk.aspx
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https://www.dbs.com/newsroom/DBS to le
verage Amazon Web Services Cloud
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» A Chapterd Section2.ii.of the Guidelines on Information security, Electronic Banking,
Technology risk management and cyber frauds
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Contract - EA

Enterprise Agreement is required that contains FSI
specific clauses, including the requlatory right for
supervision.
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